Abstract-Chronic care is an eminent application of implantable body sensor networks (IBSN). Performing physical activities such as walking, running, and sitting is unavoidable during the long-term monitoring of chronic-care patients. These physical activities cripple the radio frequency (RF) signal between the implanted sensor nodes. This is because various body postures shadow the RF signal. Although shadowing itself may be short, a prolonged activity will significantly increase the effect of the RF-shadowing. This effect dampens the communication between implantable sensor nodes and hence increases the chance of missing life-critical data. To overcome this problem, in this paper we propose a link quality-aware medium access control (MAC) protocol called HACMAC, which adapts the access mechanism during different human activities based on the wireless link-quality. Our simulation results show that compared with the access mechanism suggested by the IEEE 802.15.6 standard, the reliability of the wireless communication is increased using HACMAC even while transmitting at a strongly low transmission power of 25μW effective isotropic radiated power (EIRP) set by the IEEE 802.15.6 standard.
I. INTRODUCTION
Health-care industry is undergoing crucial changes as the common practice of clinical treatment is gradually being overhauled by ubiquitous health-care systems [1] [2] [3] . In the past decade, health-care organizations underwent steep rise of pressure to provide improved health-care as the number of chronic disease patients increases every year world wide [4] . Chronic diseases such as heart and lung diseases require real time, continuous, and long-term follow-ups. Energy-efficient medical sensors and devices, both wearable and implantable, are suitable for this purpose. However the therapeutic applications of these devices are still limited due to the inter-disciplinary challenges from different aspects such as bio-compatibility, size, chip design, and wireless communication [5] [6] . A network of these implantable medical devices is called the implantable body sensor networks (IBSN). IBSN is capable of improving the therapeutic significance of the longterm treatments by collective-diagnosis, in which different symptoms of the chronic care patients are continuously monitored using subcutaneously implanted sensors. This diagnostic information is used as a feedback to adapt the treatment delivered by medical devices such as pacemakers and deep brain simulators (DBS) in real-time, resulting in the closed-loop operation of medical devices. Intervention by physicians will be necessary only in the case of anomalies. For example, in the case of epileptic patients, physiological information from sensors such as Electroencephalogram (EEG) and Electrocardiogram (ECG) together with physical information from sensors such as accelerometers, sweat, and breathing can be used to predict the onset of epileptic seizures with better accuracy [7] . Once the onset of seizures is predicted, DBS should be activated with pre-stored patient specific parameters which can reduce the progression of the seizures in real-time. In case of any deviation from the known characteristics of patient-specific parameters, physicians are immediately alerted. In the medical scenarios such as the one described above, wireless communication between the medical sensors and devices is inevitable. Human body is a conductive medium, which makes the wireless communication in and around the human body challenging. Although different wireless technologies such as ultra-sound and magnetic induction are emerging, RF communication is widely used because of the well established knowledge of the nano-sized design of RF components, bio-compatibility, and low power consumption of the hardware [5] . However, the propagation behavior of the RF signal in and around the human-body, reliable communication without data-loss, ultra-low power consumption are still among the open research topics. Medium access control (MAC) protocol regulates the sensor node's access to the physical medium (e.g. the RF spectrum). MAC protocols are mainly engineered to improve the reliability of wireless communication by (i) reducing collision (i.e., two nodes accessing the medium at the same time) and the data loss caused by it, (ii) lowering energy consumption by reducing idle-listening (i.e., a node listening for datapackets while no data-packets are being sent), and (iii) overhearing (i.e., a node receives data-packets which are not destined for it). Advanced MAC protocols are designed to adapt to the quality of the physical medium. This adaptation means that communication is initiated only when quality of the RF link (calculated based on received signal strength information (RSSI)) between the sender and receiver is sufficient to successfully transmit and receive the data. Link quality estimation (LQE) is used to estimate whether the communication between the nodes will be successful. Other popular link quality metrics such, estimated number of transmission (ETX) [18] , requested number of packets (RNP), and 4 bit (4B), use packet reception information to calculate the link quality. Link quality between IBSN's sensor nodes suffer greatly from signal attenuation caused by simple human activities such as walking, running, sitting, and standing. Especially, the collective-diagnosis in chronic patients can be greatly affected due to the disruption in communication caused by the interference of the human activities in the RF link. Impact of human activities on the RF spectrum has been studied before and it has been shown that each activity has its unique pattern regarding influencing the RF spectrum [8] .
II. MOTIVATION AND RELATED WORK
In our previous work [12] , we compared existing MAC protocols for the closed loop operation of medical devices and identified the potential drawbacks of MAC protocols. One of these drawbacks is for example the strong constraint of 25μW EIRP on the transmission power for active medical implants, which will cause the existing MAC protocols to fail in guaranteeing the required PDR. In this respect, reliability is the key feature of HACMAC, which is ensured through the following mechanisms:
• Hybrid access mechanism to support reliable transmission of high priority medical data.
• Modified IEEE 802.15.6 MAC protocol to support long term monitoring with medical implants.
• Adaptive scheduling.
• Fault tolerant link management to overcome RF shadowing effect while performing different activities.
Use of RSSI value to calculate the link quality is a common method in designing MAC protocols aiming to ensure high PDR [15] [17] , authors used relay nodes to communicate between the transmitting node and the receiving node, when the wireless link between the sender and the receiver was shadowed by human body while performing different activities. BATMAC calculates the link quality using the PDR of the acknowledgement packets sent and received by the nodes, and forwards the packets through a relay if the calculated PDR is lower than the expected PDR. There are different methods to quantify the human activity from RSSI data, for example using bandpass filter followed by a fast fourier transformation (FFT) [9] to extract the human activity information from RSSI in the frequency domain. Less complex analysis in time domain and statistical domain also exist [10] [11], which are easier to be implemented on resource-constraint IBSN nodes. In contrary to the existing works, we define the human activity in which the human is not only physically active (e.g. walking and running) but also idly active for example while sitting, sleeping, and standing. We measured RSSI data while performing different activities using the CC430 based on-body sensor nodes which is described in [12] . We made these measurements between two on-body sensor nodes placed on the ankle and on the waist, while the person was in an indoor-office environment. The measurements were made without MAC implementation and RSSI was recorded every 100 ms, which was sufficiently longer to record the impact of the activities in RF signal. Transmission power was set to -12 dBm at the ankle-node and waistnode was receiving continuously (for details about hardware specifications refer [12] ). Our initial study shows that even idle activities greatly influence the RF signal. The magnitude of attenuation caused by different activities can be seen from Figure 1 , in which mean and standard deviation of the RSSI during different activities are illustrated. It can be seen that each activity has its own particular deviation with respect to the RSSI values. Additionally, activities such as sleeping, sitting, and standing have constant attenuation for long period of time which results in very low RSSI and hence low packet delivery ratio (PDR). Figure 2 shows distribution of RSSI and PDR while performing different activities. It can be understood from the figure how the RF signal is affected by different activities. A high PDR means a favorable link quality. The RSSI value is clipped in the range of -65dBm and -90 dBm specifically to (i) show the effect of low RSSI and (ii) show that low RSSI does not always result in a low link quality. This is because the link quality also depends on the RF noise level and multi-path effect of the environment. ankle and waist nodes. Figure 2 (d) shows that the running activity, in which the person is running at a speed of about 14 km/h with each step lasting about 0.6 seconds. It is also observed that the pattern repeats with the same periodicity for a long period of time.
Figures 2(a),(c) show during standing and sitting activity, the link quality is good and constant with high PDR. However, depending on the posture of sitting or standing, the quality of link will vary. Sleeping activity can be disrupted when the human rolls towards the bed and there is no direct line-ofsight between the transmitter and receiver. A huge difference in the PDR is seen during the sleeping activity due to the complete shadowing of the RF signals by the body for a significantly longer periods of time, as shown in 2(b). Finding a time window for such dynamic events, if not impossible, is a complex-process to be implemented on resource constraint IBSN nodes. Idle activities like sleeping can occur with longer duration in the same posture, causing constantly low RSSI and link quality between the nodes. The frequency of the occurrence of human activity is not always predictable and to enable the radio communication only while a favorable link-quality exist is challenging for the MAC protocol design. The time window prediction is useful for activities such as walking and running, in which periodicity is expected, and transmitting only during favorable link quality will ensure high reliability. It is, however, not very useful and energy-efficient in case of idle activities such as sleeping, sitting, or standing. Use of relay nodes will improve the PDR during idle activities by hopping the information through an intermediate node which is not shadowed by the body posture. Also, use of relay nodes is feasible in IBSN, as the maximum number of hops required is at most two, due to the short distance between the nodes [13] . However, introducing relay nodes will increase the power consumption [13] particularly because of (i) improper design of routing and (ii) unwanted use of relay nodes, which are the same reasons for not recommending the use of relay nodes in MICS band communication by the IEEE 802.15.6 standard [14] . By considering a combination of both physically active and idle activities and their effect on the RSSI, we will design a link quality-aware MAC protocol called the Human ACtivity Medium Access Control (HACMAC). We will follow the regulations (i) set by ETSI for the physical layer parameters of active medical implants and (ii) as suggested by the IEEE 802.15.6 standard for MAC layer parameters for medical implant communication service (MICS). The main contribution of this paper is the design and evaluation of a reliable link quality-aware MAC protocol called HACMAC for implantable body sensor networks which is compliant with the IEEE 802.15.6 MAC regulation.
III. HUMAN ACTIVITY BASED MEDIUM ACCESS CONTROL (HACMAC)
HACMAC is an hybrid access mechanism based on the IEEE 802.15.6 MAC layer specifications and is intended to operate in MICS band communication [14] . The main aim of the HACMAC is to enhance the reliability of wireless communication when the RF spectrum is distorted by human activities without compromising on the energy-efficiency of the sensor nodes. We assume that the nodes of IBSN are resource-constraint and the nodes (BN) are implanted subcutaneously in the human body with one external body-385 Fig. 4 , where the red node is BNC and coffeecolored nodes are implanted subcutaneously in the body. The BN nodes can also act as a relay node (BNR) to hop information with the same mechanism as described in the IEEE 802.15.6 standard [14] . According to this standard, nodes are classified into two categories, namely priority nodes and non-priority nodes. IEEE 802.15.6 MAC uses super-frame of duration n time units, within which BNC allocates three different phases namely, exclusive access phase (EAP) in which the nodes can only send emergency medical data in contention based fashion, random access phase (RAP) in which all nodes can contend to send medical-data, managed access phase (MAP) in which the BNC allocates either carrier sense multiple access with collision avoidance (CSMA/CA), slotted aloha, polled allocation, or scheduled time division multiple access mechanism (TDMA) for each BN node to send the medical data. The super-frame structure is shown in Fig. 3 . HACMAC is operated in beacon mode, in which a beacon frame B is transmitted from BNC to the BN nodes at the start of each super-frame period to facilitate the network management, including the coordination of medium access phases, duty-cycle of the BN nodes connected the BNC, and clock synchronization information. HACMAC uses TDMA during the MAP phase for transmitting the non-emergency data which applies to continuous monitoring of medical symptoms. It uses CSMA/CA during the EAP phase for sending emergency data, which can be an anomaly in the medical data. It was discussed in section I that the PDR drops substantially depending on the body posture during the activities. This results in poor reliability and energy wastage. HACMAC uses RSSI information and PDR information to detect the human activity and benefits from the periodicity and dynamicity of human activities to improve the reliability and energyefficiency of the wireless communication. In HACMAC, BNC performs minimalistic operations to adapt the super-frame for reliable communication. BNC does not require additional packets to carry out these operations because the required information, such as RSSI and PDR, are derived from the data-packets transmitted previously. BNC propagates the adaptive super-frame structure to the BN nodes through the beacons, which makes HACMAC simple yet powerful. The BN nodes determine their position, link quality, relay mechanism, and periodicity, through the beacon frame of the BNC, based on which the BN node determines the access mechanism, time slot and the relay to transmit the information to BNC. HACMAC is designed based on two important metrics, i.e., Since the location of nodes are fixed in IBSN, the calibration remains valid for longer periods of time. Periodicity of the activity is determined by peak-detection using mean crossing rate and deriving the time stamps for each of the RSSI values which crosses a threshold of the mean value. Upon network initiation, the RSSI sensing function will buffer RSSI after each super-frame period, as per the requirements of HACMAC schemes. PDR sensing function: BNC calculates PDR using number of successful reception of packets within minimum number of re-tries. We use the acknowledgment scheme of IEEE 802.15.6 standard to calculate the PDR by sensing the sequence number and the acknowledgement of a packet, which is similar to the Expected Number of Transmissions (ETX) [18] method of estimating the link quality.
HACMAC uses three main schemes, namely, (i) qualitative time-slot allocation, (ii) m-period interleaving, and (iii) adaptive relay establishment to function robust against RF shadowing caused by the human activities irrespective of their dynamicity and non-periodicity. In what follows we elaborate on each of these three schemes.
A. Qualitative time-slots allocation
As shown in Figure 2 (d) and Figure 2 (e), the periodic activities performed by human beings have sufficient time periods of favorable link quality. On the BNC node, RSSI values of the BN nodes are buffered for T n time period in a buffer of n buf , after each super-frame period n. As soon as the buffer is full, the BNC node calculates the mean and variance of the RSSI values, which are unique for each periodic activity. Average periodicity of each activity is 386 calibrated for a specific person and pre-stored on the BNC. The BNC adapts the time-slot allocated to the BN node such that the node transmits only when favorable RSSI is sensed. By doing so, even if the RSSI value is lowered down over time because the person moves in different environments while performing different activities, the signal to noise ratio will still be high when the link between the BN and the BNC nodes is not shadowed by the human body. Such high signal to noise ratio will result in a good PDR.
B. M-periodic interleaving
If the RSSI values do not exhibit any periodicity, the BNC assumes that the person is idle and distributes the time slot equally between all BN nodes. However, a person can be static in a body posture, but the link between a BN node and BNC maybe shadowed. We will use the RSSI sensing function of the BNC explained before to allocate time slots for the BN nodes such that for the BNs node with the highest shadowing, additional redundant time-slots will be allocated. This time-slot allocation will be constant for a period of m super-frames until the RSSI sensing function detects periodicity. Sequentially, the PDR sensing function will accumulate packet delivery information for all BN nodes. If PDR of a specific BN node decreases during the m-periodic interleaving, a relay node (BNR) between the BNC and the BN has to be instantiated to relay the packet to guarantee the required PDR. If a relay node is instantiated, the adaptive time slot allocation is reset immediately, reverting back to the equally distributed time-slot allocation.
C. Adaptive relay establishment
As explained above, the prolonged shadowing effect of RF link between the BN and the BNC nodes can be improved by selecting a relay node between them. The mechanism of connecting the relay node in HACMAC is inspired by the IEEE 802.15.6 standard [14] . Prolonged shadowing of the BN increases the possibility of missing life-critical medical events and also may increase the latency. As the transmission power cannot be increased in the MICS RF band, temporary use of relay nodes is an optimal solution to overcome this situation. Moreover, in HACMAC the relay node is used only when a low PDR is detected and is disabled otherwise. This reduces the unnecessary wastage of energy on the BN node. The location of nodes in IBSN is fixed once implanted, which makes the selection of relay nodes simple. Time-slot of the relay node will be compensated by an additional timeslot allocation in which the relay node can transmit its own data. The RSSI and PDR sensing functions of the BNC will decide about the duration for which the relay node has to function.
D. Operation of BN and BNR
The BN node receives the beacons and identifies the duration of each phase and the time slot allocated for it. If there is no data to be sent, the BN node transmits the no-data frame and goes to sleep, otherwise it transmits on the time slot allocated to it. In case of a emergency event or an anomaly in the sensed medical data, the BN node 
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Adative Relay Est In case of the relay initiation, BN node which acts as the BNR will encapsulate the data in its frame and transmit it to the BNC in the additional time-slot allocated for it. This process is similar to the relay mechanism as described in IEEE 802.15.6 standard [14] . The choice of selecting a BN node as a relay node is pre-determined based on the location of the node. For example, in Fig.4 , the BN node in the ankle, uses BN node in the thigh as the relay node. Since the location of these two nodes is fixed, the choice of relay node is easily pre-determined and the relay-topology for each BN node is pre-stored in the BNC.
IV. EVALUATION OF HACMAC
For the purpose of evaluation, we use simulations in an OMNeT++ based simulator called Castalia v3.2 [19] . Castalia simulator has good implementation of temporal variations of the physical channel and is modifiable in the simulator. We measured the RSSI values between each BN node and the BNC in a round-robin fashion, during each activity in an indoor environment. We model 5 different activities namely, sitting, standing, sleeping, walking and running, since these activities cover both the periodic and non-periodic activities. The BN nodes were sending a dummy packet of 40 bytes to the BNC every 10 ms (optimal for measuring the impact of human activities in RSSI [13] ), with which the BNC calculates the RSSI and PDR, while the human was performing each activity. These RSSI values are translated to temporal variations as mentioned in [19] . In addition to our measured data, we also used the data from [13] and [10] to simulate the temporal variations of the physical channel caused due to the human activities. For the simulation of MAC protocols we used the PHY parameters as listed in Table I . We simulated 5 BN nodes which are located in two limbs, thigh, chest and back-shoulder, and one BNC connected in a star topology, as shown in Figure 4 , which is suitable for most of the medical applications [12] . Note that the thigh node is a potential relay node between the ankle BN node and the BNC. We vary the data generation rate for each node in order to simulate the heterogeneity of the IBSN nodes that generate the medical data at different rates, for example 387 a blood-glucose sensor and a heart rate sensor. In order to compare the performance HACMAC with existing MAC protocols, we simulate IEEE 802.15.6 MAC without wake-up radio [14] , BANMAC [16] which uses OTW to access the wireless medium, and BATMAC [17] , which uses relay nodes to transmit data with variable super-frame period, in the same physical channel described in [12] . We use specifications of the Microsemi ZL70102 radio [20] to evaluate the power consumption of the BNC, BN, and BNR nodes. However, it has to be noted that the actual power consumption depends on the hardware design of the sensor nodes and the overheads caused by the additional hardware to support the functioning of the wireless radio. Figure 7 -11. Figure 7 illustrates the average PDR of the network calculated on the BNC node. The IEEE 802.15.6 MAC without wake-up radio has the lowest success in terms of packet-delivery ratio because of lack of any mechanism to compensate for the high attenuation caused by the human activities. At high data generation rates, the IEEE 802.15.6 MAC has around 20% packet loss. This indicates, the need for a mechanism which can compensate for the attenuation caused by the human activities. BANMAC protocol predicts OTW to compensate for the periodic activities like walking and running, hence it outperforms the IEEE 802.15.6 MAC at higher data generation rates. However, it still has 15% packet loss at higher data rates, which is not desirable for IBSN. Such high packet loss is due to the lack of any mechanism to compensate for the prolonged attenuation caused by idle activities such as sleeping and sitting. BATMAC uses relay nodes to compensate for long attenuation but it cannot compensate for high attenuation caused by periodic activities. BATMAC has the worst performance with almost 25% packet loss because it does not take into account the short periods of favorable links at higher data generation rates. In contrary, HACMAC has the lowest packet loss of 10% even at higher data generation rates, due to the fact that it compensates for the prolonged attenuation caused by idle activities and benefits from the shorter periods of favorable link quality to achieve better performance in all the scenarios.
Application level latency is the difference in time at which the packet is generated and the time at which packet is received at the receiver. BATMAC which uses purely time-slot allocation with adaptive super-frame structure has more delay when more packets are generated. On an average, the hybrid MAC protocols, IEEE 802. 15 Fig. 9-11 . The power consumed is calculated by measuring the periods at which the BNC, BN and BNR are transmitting, receiving, idly listening (radio is turned on but not in receive mode) or sleeping (radio is turned off). Note that, each activity has different power consumption as mentioned in Table. I. The power consumption of the BNC is vastly reduced in HACMAC due to the fact that it does not listen for a long period and transmits no extra beacons to calculate the PDR. HACMAC benefits from the characteristics of the human activities and pre-predicting the activity and its attenuation characteristics. On the other hand, BANMAC requires additional receiving and transmitting periods to effectively calculate the OTW. BATMAC suffers from repeated transmissions to decide the super-frame period and the selection of the relay nodes. It wastes extra power to decide on the relay nodes when the topology is fixed, which results in additional power consumption at higher data generations rates. The IEEE 802.15.6 MAC has no mechanism to compensate for the attenuation at all, which results in higher number of retries in prolonged attenuation periods, than the rest of the MAC protocols. The difference between power saving mechanisms in HACMAC and BATMAC on the BN nodes is quite small, because both of them use similar process in selecting the relay nodes. The only difference between the two MAC protocols is, in HACMAC the BN nodes are excluded from the process of deciding the relay nodes in longer attenuation periods. In BANMAC, the BN nodes have higher power consumption due to the additional reception and transmission required for the OTW prediction. In the IEEE 802.15.6 MAC, the BN nodes have the highest power consumption since they suffer from higher number of re-transmissions to ensure reliability. BANMAC has no relay mechanism to compare the power consumption of the relay nodes. We used BATMAC and IEEE 802. BATMAC, the BNR nodes continuously listen for the packets and re-route the packets depending on the link quality to the BNC. This process requires the BNR to be always in the receive mode when it is not transmitting, making the BNR power hungry. To improve this process, in HACMAC the BNC selects the BNR nodes by calculating the link quality after each super-frame duration which enables the BNR nodes to be in idle mode in most of the super-frame duration, and BNR enters the receive mode only in the scheduled time slot. Energy-efficiency of HACMAC over BATMAC is realized in higher packet generation rates as shown in Fig. 11 . In the IEEE 802.15.6 MAC, the BNR nodes try to poll the source BN node for any remaining data and has no pre-stored information about the topology, which results in additional packets to be sent between BNR and BNC to make an agreement in relay mechanism. These additional packets can consume extra power when the channel is dynamically varied in link quality and higher number of retries are required for a successful reception of the packet.
VI. CONCLUSION We presented the HACMAC protocol, which complies with the IEEE 802.15.6 regulations and adapts dynamically to different human activities in order to guarantee a high reliability of wireless communication being distorted by shadowing effect. We compared the performance of HACMAC in terms of packet loss through simulation and demonstrated the need to handle dynamic attenuation caused by different kinds of human-activities. Power consumption of the wireless radio decreased greatly with HACMAC when compared to the IEEE 802.15.6 MAC, BANMAC, and BATMAC.
